M DDLEBOROUGH PUBLI C SCHOOLS
| NTERNET ACCEPTABLE USE POLI CY

| . Accept abl e Use

The Internet is a global network |inking conputers around
the world. Internet use provides val uable opportunities for
research, curriculum support, and career devel opnent. The
M ddl ebor ough Public School systemoffers Internet access to its
students and staff. The primary purpose of providing access to
the Internet is to support the educational m ssion of the
M ddl ebor ough Public Schools. The M ddl eborough Public School s
expects that students and staff will use this access in a nmanner
consistent with this purpose.

Wiile the Internet is a trenmendous resource for electronic
information, it has the potential for abuse. M ddl eborough Public
School s make no guarantees, inplied or otherw se, regarding the
factual reliability of data available over the Internet. Users
of the Internet service assune full responsibility for any costs,
liabilities, or danages arising fromthe way they choose to use
their access to the Internet. The M ddl eborough Public School s
has installed special filtering software in an effort to bl ock
access to material that is not appropriate for children.

1. Unacceptable Use
The followng is a list of prohibited behaviors. The |ist

is not exhaustive but illustrates unacceptable uses of the
M ddl ebor ough Public Schools Internet Service.
. di scl osi ng, using or dissem nating personal identification

i nformati on about self or others, except that staff nenbers
may rel ease personal information about thensel ves for
reasons related to the educational mssion of the

M ddl ebor ough Public School s;

. accessing, sending or forwarding materials or comuni cations
that are defamatory, pornographic, obscene, sexually
explicit, threatening, harassing, or illegal;

. using the Internet service for any illegal activities such

as gai ni ng unaut hori zed access to other systens, arranging
for the sale or purchase of drugs or al cohol, participating
in crimnal gang activity, threatening others, transferring
obscene material, or attenpting to do any of the above;

. using the Internet service to receive or send information
relating to dangerous instrunents such as bonbs or other
expl osi ve devices, automatic weapons or other firearns, or
ot her weaponry;

. vandal i zi ng school conputers by causi ng physi cal damage,
reconfiguring the conputer system attenpting to disrupt the
conput er system or destroying data by spreadi ng conputer
viruses or by any ot her neans;
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. copyi ng or downl oadi ng of copyrighted material wthout
aut hori zation fromthe copyright hol der, unless the copies
are used for teaching (including multiple copies for
cl assroom use), scholarship, or research. Users shall not
copy and forward or copy and upl oad any copyrighted materi al
wi t hout prior approval of M ddl eborough Public School s’
bui | di ng adm ni strators or departnment heads;

. pl agi arizing material obtained fromthe Internet. Any
material obtained fromthe Internet and included in one's
own work nust be cited and credited by nane or by electronic

address or path on the Internet. Information obtained
through E-mail or news sources nust also be credited as to
sour ces;

. using the Internet service for commercial purposes;

. usi ng “chat roons”;

. downl oadi ng or installing any comrercial software,

shareware, freeware or simlar types of material onto
network drives or disks w thout prior permssion of the
Director of Technol ogy; and

. overriding the Internet filtering software.
I1'l1. Safety |ssues

Use of the Internet has potential dangers. Users are
encouraged to read two brochures regarding Internet safety that
t he Massachusetts Attorney General's O fice has prepared. The
brochures are entitled The Internet, Your Child and You: Wat
Every Parent Should Know and Internet Safety: Advice fromKids
Who Have Faced Danger Online. Copies of these brochures are
available in the Principal’s Ofice or on the Internet at
WwWw. ago. st at e. ma. us.

The follow ng are basic safety rules pertaining to all types
of Internet applications.

. Never reveal any identifying information such as |ast nanes,
ages, addresses, phone nunbers, parents’ nanes, parents’
enpl oyers or work addresses, or photographs, except that
staff nmenbers may rel ease personal infornmation about
t hensel ves for reasons related to the educational m ssion of
t he M ddl eborough Public School s.

. Use the "back" key whenever you encounter a site that you
believe is inappropriate or nmakes you feel unconfortable.
. | medi ately tell your building principal if you receive a

message that you believe is inappropriate or nmakes you feel
unconfortabl e.

. Never share your password or use another person's password.
| nt ernet passwords are provided for each user's personal use
only. If you suspect that sonmeone has di scovered your

password, you should change it immediately and notify your
bui | di ng pri nci pal .



V. Privacy

Users shoul d not have an expectation of privacy or
confidentiality in the content of electronic conmunications or
ot her conputer files sent and received on the school conputer
network or stored in the user's directory or on a disk drive.

The Adm nistration of the M ddl eborough Public School s
reserves the right to exam ne all data stored on diskettes
involved in the user's use of the M ddl eborough Public School
System I nt er net servi ce.

| nt ernet nmessages are public comruni cati on and are not
private. Al communications including text and i mages nay be
di scl osed to | aw enforcenent or other third parties w thout prior
consent of the sender or the receiver. Network admnistrators
may review comunications to maintain integrity systemw de and
ensure that users are using the systemresponsibly.

V. Violations

Access to the M ddl eborough Public Schools’ Internet service
is a privilege not a right. The M ddl eborough Public School s’
Adm ni stration reserves the right to deny, revoke or suspend
specific user privileges and/or to take other disciplinary
action, up to and including suspension, expul sion (students), or
di sm ssal (staff) for violations of this policy. The district
adm nistration wll advise appropriate |aw enforcenent agencies
of illegal activities conducted through the M ddl eborough Public
School s’ Internet service. The district admnistration also wll
cooperate fully with local, state, and/or federal officials in
any investigation related to any illegal activities conducted
t hrough the service.



PLEASE RETAI N COPY FOR YOUR RECORDS
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Staff Internet Acceptable Use Policy
Ret urn Form

|, (please print nane) , have
read the M ddl eborough Public Schools' Internet Acceptable Use
Policy and agree to abide by its provisions. | understand that
violations of this policy may result in disciplinary action.
Si gnat ur e: Date:
Bui | di ng:
Posi ti on:
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PLEASE RETAI N COPY FOR YOUR RECORDS
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Student Internet Acceptable Use Policy
Ret urn Form

We have read the M ddl eborough Public Schools' Internet
Acceptabl e Use Policy and agree that the student user identified
below w || abide by its provisions. W also:

« understand that violations of this policy may result in
di sci plinary action;

« that the M ddl eborough Public Schools has installed speci al
content filtering software but that no filter is perfect
and, in rare instances, there may be unintentional access to
i nappropriate material; and

« agree to hold harnml ess the school district and its
representatives for materials acquired through the
M ddl ebor ough Public Schools’ Internet service and for the
way the student user chooses to use the access to the
| nt er net .

STUDENT

(pl ease print) (signature) (date)

PARENT OR GUARDI AN

(pl ease print) (signature) (date)
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PLEASE RETURN SI GNED AND DATED COPY TO PRI NCI PAL’ S OFFI CE
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Staff Internet Acceptable Use Policy
Ret urn Form

|, (please print nane) , have
read the M ddl eborough Public Schools' Internet Acceptable Use
Policy and agree to abide by its provisions. | understand that
violations of this policy may result in disciplinary action.
Si gnat ur e: Date:
Bui | di ng:
Posi ti on:
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PLEASE RETURN SI GNED AND DATED COPY TO PRI NCI PAL’ S OFFI CE
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Student Internet Acceptable Use Policy
Ret urn Form

We have read the M ddl eborough Public Schools' Internet
Acceptabl e Use Policy and agree that the student user identified
below w || abide by its provisions. W also:

« understand that violations of this policy may result in
di sci plinary action;

« that the M ddl eborough Public Schools has installed speci al
content filtering software but that no filter is perfect
and, in rare instances, there may be unintentional access to
i nappropriate material; and

« agree to hold harnml ess the school district and its
representatives for materials acquired through the
M ddl ebor ough Public Schools’ Internet service and for the
way the student user chooses to use the access to the
| nt er net .

STUDENT

(pl ease print) (signature) (date)

PARENT OR GUARDI AN

(pl ease print) (signature) (date)
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